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Abstract: The research on the propagation behavior of the latent network virus is helpful to design reasonable de-
fense strategy in advance, which can prevent virus propagation from harming the network and maintain the security of the
network. In the paper, the propagation behavior of latent virus is analyzed first to find the behavior of the latent virus in its
incubation. By considering the increasing and decreasing network nodes, a delayed virus propagation model with the in-
creasing or decreasing nodes is constructed to explore the influence of the virus latent period 7 on the bifurcation behavior of
virus propagation under the condition of increasing and removed nodes. Based on the proposed propagation model, the ba-
sic regeneration number and stability for latent virus propagation are analyzed, and the reasonable control strategy is given
to avoid the bifurcating behavior and reduce the scale of the virus propagation. Theoretical analysis and numerical simula-
tion results show that when the basic regeneration number R, <1, the system is globally asymptotically stable at the virus-
free equilibrium point; When R, > 1, if the latent period of virus 7 is less than the delay threshold z,, the system is locally as-
ymptotically stable at the virus-free equilibrium point; otherwise, the system will appear Hopf bifurcation, and in this case
the system will be challenging to control. It is demonstrated that increasing the immune rate of network nodes to the virus
within limits can increase the delay threshold, and reduce the possibility of bifurcations in virus propagation; when the virus
propagation in the network is stable, increasing the removal rate of susceptible, latent, and infected nodes can reduce the
scale of virus propagation in the network.

Key words: network security; increasing and decreasing node ; network virus propagation; latency delay ; global sta-
bility ; Hopf bifurcation
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